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1) BACKGROUND  

 As the risk of viruses increased worldwide, Intel needed to implement specific measures to protect their UNIX 

systems at multiple sites across the world. 

 There are approximately 30,000 UNIX systems located at 50 sites. 

 It is not clear what measures need to be taken nor what has/has not been implemented. 

 

 

4) PROPOSAL  

 Create a Seccurity Architecture Team (SAT) to centralize policy and technical direction for all 

sites in the global organization.  Team consists of team sponsor, team lead, operations team 

lead, and technical experts. 

 Create a Security Operations Team (SOT) to enable representatives from each region to 

fulfill the strategic objects of the SAT. 

 Create a master list of security requirements to be implemented at all sites. 

 Document how to set up the security measures. 

 Train individual administrators on information security practices and techniques. 

 Drive visibility to the progress of each regions’ information security goals. 

 

  

2) CURRENT CONDITIONS  

 The 30,000 systems are supported by ten different regional groups within the IT Engineering Computing 

organization.  Some regions own multiple sites, others own just one or a small number.  

 UNIX systems in scope are varieties and versions of Linux, Solaris, and BSD.  Not all sites have UNIX. 

 Some sites have administrators locally, some don’t.  Some don’t know UNIX that well, especially in relation to 

information security measures. 

 The Information Security Program is owned by a manager in Santa Clara.  A small number of experts make up 

the core team responsible for making security assessments and communicating the actions needed to the 

administrators at the applicable sites. 

 Current procedure is the following: 

o Core team in U.S. partner with Core IT Security and/or rely upon their own expertise to identify 

needed measures for the UNIX environment. 

o Security measures implemented at the sites the Core team members worked in 

o Security Program Manager would communicate the security requirements to the regional 

managers regularly.  Regional managers would assign local owners to receive the requirements 

and make efforts to drive the efforts at their respective sites. 

 

 

 
 

5) PLAN  

 

1. Identify Information Security 

Management Sponsor 

2. Set up Security Architecture Team 

 Identify team members 

 Establish team charter 

3. Set up Security Operations Team 

 Identify team members 

 Establish team charter 

4. Document and publish strategic 

objectives and technical requirements 

5. Conduct gap analysis of current vs. 

desired state at each site and region 

6. Document how to implement the 

technical requirements 

7. Conduct gap analysis for current vs. 

desired skillset for administrators 

8. Design training to fill gaps 

9. Set up meeting structures for both SAT 

and SOT in order to drive the work. 

10. Create a site certification program that 

lists the criteria needed to  

 

6) FOLLOW UP 

 Develop reporting that makes the current state visible for management 

 Attend Director’s staff meeting to report on progress each month 

 Reward sites publicly for site certification 

 Make sure goals are included in administrators’ annual review 

  

3) ROOT-CAUSE ANALYSIS 
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